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DoD Guest Account Self-Registration Process

External Users

1) Place your CAC into your device smart card reader, then copy+paste the following URL to your internet
browser and navigate to the Access Package request site:
https://myaccess.microsoft.us/%40dod365.onmicrosoft.us#/access-packages/767a6faf-3bfc-4f2a-b1c7-

f86fa9309883
2) When the sign in window appears, enter your normal Enterprise B e
Email address (first.m.last28.ctr@us.navy.mil) and click Next Sign in
3) When the password window appears, click Use a certificate or Janem doectr@amy.mi
smart card option Next

U.S.ARMY fica

€

Enter password

4) Select your DoD certificate associated with your CAC,
click OK, enter your CAC PIN, and click OK

Use a certificate or smart cand
Select a certificate
Select a certificate to authenticate yourself to certauth.login.microsoftonline.us:443
Subject - . . | have read & consent to the terms in the
nformation Systems User Agreement
LAST.FIRST.MIDDLENAME.0000}
ActiviD*
ActivClient®
Please enter your PIN.
Certificate information Eil REIKRLXK
oK Cancel
urrccury,
DoD365-J DOD Guest X
5) When the webpage loads and the DoD 365-J DOD Guest
window appears, click the Continue button i
Access package created for self-service guest account creation for

DOD tenants only (CAC Users). This access package creates the gues...

Share a link to this access package: @ Copy link
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6) When the Additional questions window appears, enter any
. . . ipn . . <« Additional questions X
necessary comments in the Business justification text box (this
is not required), then click the Continue button Request for spacific period?
'@ No
Business justification
7) When the Consent form window appears, click the checkbox to
indicate you have read, understand, and accept the conditions
then click the Submit request button
<« Consent form X
IMPORTANT: Agreement with the conditions and clicking the T
checkbox in the Consent form is required to acquire a DoD365-J and organization name with Defense Information Systems
. . . . Agency. If your request is approved, you'll be invited to
Guest Account. This will activate the Submit request button. paricioste I Dueras nfomatin Sstems Aguncy snd o
information wil e managed in accordance witl efense
Lo . L. Information Systems Ageicy's privacy policies.
NOTE: Submitting this request initiates the auto-approve process
for creating a guest account. The remaining steps in this section
should happen immediately.

NOTE: After clicking the Submit request button, you should be returned to the main Access packages
webpage as illustrated below:

T Na] | My Access  Pailable
Access packages

Doe, Jane M CTR NG...
Jane.m.doe.ctr@army.mil
Name T Description Actions

Overview

2

| T Access packages
L) Request history

en Apnprovals

8) On the site navigation pane, click Request history and verify that the Status of your request indicates

Delivered
S | MyAcess Request history

Doe, Jane M CTR NG...

jane.m.doe.ctr@army.mil
@ Overview

Status Requested by Requested for
T Access packages
(O  DoD365-J DOD Guest Delivered You You

| © Request history
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NOTE: Once your Guest Account request package has changed to a Delivered status, you should receive
an automated email from Microsoft Security

All  Unread

1 O @ From Subject

v Today

Microsoft Security You now have access to DoD365-) DOD Guest
You don't often get email from mssecurity-noreply@azureadnotifications.us. Learn why this is important <https://aka

Last Week
Three Weeks Ago
Older

9) Open the email from Microsoft Security for instructions on accessing your new DoD365-J Guest
Account

10) Click the Get started > button

You don't often get email from mssecurity-noreply@azureadnotifications.us. Learn why this is important

4% 0
%=L ™ DEOS

@ Azure Active Directory is now Microsoft Entra ID. Leam More.

You've received access to DoD365-J DOD Guest

You have access to DoD365-) DOD Guest. Get started now.

E===n
11) When the sign in window appears, enter your normal
Enterprise Email address (first.m.last28.ctr@us.navy.mil) e
and click Next ) s
12) When the password window appears, click Use a certificate Sign in
or smart card OptiOn jane.m.doe.ctr@army.mil
U.S. ARMY

tion
€

Enter password

Password
Forgot my password

Use a certificate or smart card

| have read & consent to the terms in the
Information Systems User Agreement
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13) If requested, select your DoD certificate associated with your CAC, click OK, re-enter your PIN, and
click OK or skip to step 14

Select a certificate

ertificate to authenticate y certauth.Joginmicrosoftonline.us:443

ect

DOD ID CA-T2 Please enter your PIN.

BN 00000000

Certificate information
14) Read the organizational conditions for accessing your
Guest Account and click the Accept button (Required) _ame
OO ==
NOTE: Clicking the Accept button will redirect you back to the jane.m.doe.ctr@amy.mil
DEOS My Access page Permissions requested by:

Defense Information Systems Agency
dod365.onmicrosoft.us
By accepting, you allow this organization to:

Receive your profile data

.~ Collect and log your activity

Use your profile data and activity data
You should only accept if you trust Defense Information Systems
Agency. Defense Information Systems Agency has not
provided o their terms for you to review. You can update

these per s at
https//rm tmicrosoft.com/organizations.

This resource is not shared by Microsoft.

15) On the site navigation pane, click Access packages and
verify your account Description and view the Start date
as illustrated below:

< Active

Access packages

Access groups and teams, SharePoirsingle package. Select from the following packages, or search to find \

oo | My Access

Doe, Jane M CTR NG...
Jjane.m.doe.ctr@army.mil

Overview Name T Description Start date End date Actions

>3

| B Access packages DoD365-) DOD Guest 0D temante oty (CAC Umr) Thie atemee oo cromtee s

IMPORTANT: Failure to notify the D-CPPP SharePoint App Support Team that your guest account has
been created will prevent the remaining required steps from completing the access process
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Access Request - OUSD P-R Environment

1) Send an email to the D-CPPP SharePoint Support Team at osd.pentagon.ousd-p-r.mbx.d-cppp-
sharepoint-app-support@mail.mil and request access to the OUSD P-R SharePoint environment. If you
are an external user, notify them that your Guest Account has been activated.

o Subject Line: Request Access — OUSD P-R Environment
¢ Include the following minimum information:

o External User?

o Enterprise Email:

o Sites, Resources, and/or PowerApps? (e.g. Clearinghouse, Credentialing, OCCWI
Homepage)

NOTE: When your access Al Freer
is fully provisioned, you will il p—
receive emails from '
Microsoft Power Apps
and the D-CPPP
SharePoint App Support
Team with account details
and links to the requested
sites and resources based
on your account type

v Yesterday

OSD Pentagon OUSD P-R Mailbo... RE: Test: Request Access — OUSD P-R Environment - [UNCLASSIFIED]
Ms. Doe,

Microsoft Power Apps A Power Apps app has been shared with you
You don't often get email from powerapps-noreply@microsoft.com. Learn why this is important <https://aka.ms/Learn

Microsoft Security You now have access to DoD365-) DOD Guest
You don't often get email from mssecurity-noreply@azureadnotifications.us. Learn why this is important <https://aka.r

> Last Week

> Three Weeks Ago

2) Open these emails and follow any instructions

Accessing PowerApps

OPTION 1: Email Notifications
1) Credentialing

e Open the Microsoft Power Apps or the OSD Pentagon OUSD P-R Mailbox email illustrated in
previous step and click the Open the app > button or the hyperlink in the OSD email to navigate
to the PowerApp

22 Microsott Power Apps RE: Test: Request Access — OUSD P-R Environment -
Doe, John A CTR NG NGB ARNG (USA) from _ _
Defense Information Systems Agency has shared Ap | O5D Pentagon OUSD P-R Mailbox D-CPPP SharePoint A
OCCWICredentialing with you b ®

< G 2 :
Do John A CTA NG NGB ARNG (USA) has shared OCOWICredentisfing with Signed By  John.a.doe.ctr@army.mil
you. Open the app to begin using it

To Doe, Jane M CTR NG NGB ARNG (USA)

‘v Ms. Doe,

4 QCCWiCredentialing

" ACP-OSDRR-GOOW-Test We have granted you access as requested below. You may have receive
site and/or resource(s): OCCWI Credentialing App

open e - |

Please follow all instructions provided and let us know if you have any

If you have questions, please review our FAQS of visit the Power Apps fonm
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mailto:osd.pentagon.ousd-p-r.mbx.d-cppp-sharepoint-app-support@mail.mil
mailto:osd.pentagon.ousd-p-r.mbx.d-cppp-sharepoint-app-support@mail.mil

y\
‘g [PREVENTION]

IMPORTANT: Initial connections to a PowerApp in the SharePoint environment require system
configurations that must be accepted by the user

NOTE: The process may take a few moments for the app to locate and connect to your system account.
The Allow button will activate after this is complete.

e In your browser, when the login window appears and loads your system account, click the Allow
button

Allow OSD Submission Data to access your data?
T play this app, sign in of refresh connections, ensure the app is shared from a tusted source

and confirm permissions to access data,

This app will be able to:
« Get my profile (V1)

.. [

NOTE: The PowerApp will load, and application Menu Options will activate (Options vary depending on
your user role) as illustrated in the example image below:

User Guide and Resources

2) Clearing House

¢ Open the Microsoft Power Apps or the OSD Pentagon OUSD P-R Mailbox email illustrated in
previous step and click the Open the app > button or the hyperlink in the OSD email to navigate
to the PowerApp

B2 ot Power Apps RE: Test: Request Access — OUSD P-R Environment
Doe, John A CTR NG NGB ARNG (USA) from y B : f :
Defense Information Systems Agency has shared oP OSD Pentagon OUSD P-R Mailbox D-CPPP SharePoint A

0SD Submission Data with you To Doe, Jane M CTR NG NGB ARNG (USA)

Signed By john.a.doe.ctr@a

TR NG NGB ARNG {USA) has shared OSD Submission Data with

egin using it
v Ms. Doe,
‘ ‘ 05D Submission Data
" R We have granted you access as requested below. You may have receive
site and/or resource(s): OCCWI Clearing House App
Open the app » _ _ 2 i
Please follow all instructions provided and let us know if you have any
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IMPORTANT: Initial connections to a PowerApp in the SharePoint environment require system
configurations that must be accepted by the user

NOTE: The process may take a few moments for the app to locate and connect to your system account.
The Allow button will activate after this is complete.

e In your browser, when the login window appears and loads your system account, click the Allow
button

Allow OSD Submission Data to access your data?

To play this app, sign in or refresh connections, ensure the app is shared from a trusted source,
and confirm permissions to access data,

. it @

This app will be able to:
* Read records
»  Write records

m Office 365 Users vopawpanmigamymi ()

This app will be able to:
»  Get my profile (V1)

NOTE: The PowerApp will load, and application Menu Options will activate (Options vary depending on
your user role) as illustrated in the example image below:

H Powsr Apps | 05D Submiasion Data

A DoD Clearinghousé 4 »—e
<./ forPrimary Prevention Research& Evaluation
' [PREVENTION]

Welcome to the

Department of Defense's Clearinghouse
for
Primary Prevention Research & Evaluation

This application will help you

3) Report any access or connectivity issues to the D-CPPP SharePoint App Support Team:
osd.pentagon.ousd-p-r.mbx.d-cppp-sharepoint-app-support@mail.mil

OPTION 2: OCCWI SharePoint Portal
1) Go to the OCCWI SharePoint Portal: OSDPR-OCCWI Support Portal

&4 [PREVENTION] 7
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2) On the homepage, locate and click the application you are attempting to access and follow any login
instructions

DEPARTMENT OF DEFENSE PREVENTION PORTAL

Welcome to the Department of Defense Prevention Portal!

foace (|PFW) members in theis mission

Department of Defense's Clearinghouse

D-CPPP PREVENTION CREDENTIAL
SYSTEM CLEARINGHOUSE PAGE

Credentialing App Clearing House App

NOTE: Initial access conditions identified in previous steps will apply to first-time login. See details above
(hyperlink to the step above)

3) Report any access or connectivity issues to the D-CPPP SharePoint App Support Team:
osd.pentagon.ousd-p-r.mbx.d-cppp-sharepoint-app-support@mail.mil

OPTION 3: OFR - Prevention Website

1) Go to the DoD Prevention website and login with your CAC credentials:
https://prevention.dod.afpims.mil/

2) On the homepage, hover your mouse pointer over the PREVENTION WORKFORCE tab and click the
CREDENTIALING PROGRAM selection

ABOUT RESOURCES COMMANBCLIMATE PORTAL PREVENTION WORKFORCE @ m

TRAINING

CREDENTIALING PROGRAM

&4 [PREVENTION]
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3) When the Credentialing Program site page loads, locate and click the application you are attempting to
access

[Placeholder Images]
4) On the resulting page, click the link for Internal User or External User
[Placeholder Images]
5) Existing Users: Click the link for the PowerApp you are attempting to access
[Placeholder Images]
6) New Users: Click the link to request access and follow the instructions on the resulting page
[Placeholder Images]

7) Report any access or connectivity issues to the D-CPPP SharePoint App Support Team:
osd.pentagon.ousd-p-r.mbx.d-cppp-sharepoint-app-support@mail.mil

Disable Guest Account - Remove Access

1) Go to your DEOS My Access page used to create your guest account as detailed in the previous
process steps OR copy+paste the following URL to your browser and navigate to the DoD365-J
Account Package site: https://myaccess.microsoft.us/@dod365.onmicrosoft.us#/access-
packages/active/4f398b5a-4543-470a-a018-d1d83f1efd02

2) When the sign in window appears, enter your normal Enterprise

x -

Email address (first.m.last28.ctr@us.navy.mil) and click Next e
Sign in

3) When the password window appears, click Use a certificate or anem doe c@amymi

smart card option

U.S. ARMY

4) Select your DoD certificate associated with your CAC, click ‘

OK, enter your CAC PIN, and click OK Enter password

Select a certificate X Use 2 certificate oF smart cand

Select a certificate to authenticate yourself to certauth.login.microsoftonline.us:443 m

Subject

LAST.FIRST.MIDDLENAME.0000000
ActiviD*

ActivClient® | have read & consent to the terms in the
nformation Systems User Agreement

Please enter your PIN.

BN peveves

Certificate information

&4 [PREVENTION] 9


mailto:osd.pentagon.ousd-p-r.mbx.d-cppp-sharepoint-app-support@mail.mil

Q'( [PREVENTION]

»

5) Click Access packages in the site navigation pane and click the triple ellipses ( --- ) under the
Actions column for your DOD365-J DOD Guest account

& Active

Access packages

Name T Description Resources Start date End date Actions

Azure AD User, Access-LSG-DoD365-DaD un 23, 2025 No end date

DoD385-) DOD Guest

6) On the pop-up window that appears, click the Remove access option

< Active

Access packages

Name T Description Resources End date Actions

DoD365-) DOD Guest

[l Remove access

& Share

7) In the confirmation window that appears, click the Remove button

Remove access

Are you sure you want to remove your access
to 'DoD365-J DOD Guest™?

e S

Important: This action will initiate an Auto-Disable process for your DoD365-J Guest Account that will
trigger system notifications to indicate your account has been disabled. You will no longer be able to
access the Defense Information Systems Agency account option in your Teams profile or the DEOS My
Access page for your DoD365-J Guest Account.

NOTE: You should receive an email from Microsoft Security that indicates your Guest Account has ended
as illustrated in the image below:

&4 [PREVENTION] 10
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Michcialt Secuiity Actwid hai endad for DoDIES-) DOD Guedt Wed 6/25/ 2035 S04 AM 172 KB
Veni e il g ermad Tresn Ariiddurity-Hoepllus radastferiard ol Lisen why thi o importing « WG ki i aindbeutSenderidintileaton:  Rijubt &

O 0 Pentagon OUSD P-R Maibox B-. R Test: Request Acoess — OUSD P-R Emvironment - URCLASSIRIED]
s, Do,

dan G2 000 &40 Pl 11628

Acragolt Powes Apps A Powver Appa b har Been thared with you hon BR2LI0DS £ 10 P 150 0k
Wiomi cion't ofies got emall fnoam powerapps-neseplyrilmicrosoliLoom, Leam whwy thit it emportant <ReposkamdfLeseniboutSendenddentthcations  Sier wning your

Arool Seourity i Fece i st 80 DoDR6%- | DOD Guedt Mon &23/2005 1250 Pii 164 KF
Vi chon't eften gt ernadl frgem ooyt -nonplrBasunsedectifoaticniun. Lsaen wiy this i important <httpefaka il samaboutSenderidentifications  Get gtarted with

*  Ladt Week

» Thres Wesks Ago

¥ Ol

8) Open the email from Microsoft Security to confirm details of your Guest Account ending and
review options to resubmit a request to re-enable the account
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